THALES Ponemﬁn
2017 AUSTRALIA

21

November 2017 TN

. _ E = % 1 =
= fpet s 48 e T L~ :"«'

s

ENCRYPTION TAKES CENTER STAGE AS ORGANIZATIONS LOOK TO INCREASE
THE SCOPE OF THEIR DATA PROTECTION INITIATIVES AND ACCELERATE THEIR
MOVE TO THE CLOUD.

Survey results from 331
individuals in Australia

32%

of companies now have a consistent
enterprise-wide encryption strategy
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While business unit leaders globally have the highest
influence over encryption strategy, IT Operations have
the most influence in Australia

Top Drivers for Encryption
§:! Compliance with external privacy or data security
O

regulations is the top driver for encryption

To comply with external privacy or data
security regulations and requirements

64%

To protect customer personal information

51%

To reduce the scope of compliance audits

45%

To protect information against
specific, identified threats

43%

39%

To protect enterprise intellectual property

To comply with internal policies

29%

To limit liability from breaches or
inadvertent disclosure

To avoid public disclosure after o
9%

a data breach occurs

20%

% The top threat to sensitive data
I.l S confinues fo be employee mistakes

80%

Employee mistakes

Hackers

27%

21%

Malicious insiders

18%

System or process malfunction

Lawful data request (e.g., by police) 16%

Government eavesdropping 12%

Temporary or contract workers - 12%

10%

Third party service providers

What data is most commonly encrypted?
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B Payment related data B Employee/HR data M intellectual property

[ Customer information M Financial records B Non-financial business information

Encryption deployment grew the most in
laptop hard drives and databases

Organizations continue fo show a
preference for control over encryption
in the cloud
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41% perform encryption on premise
prior to sending data to the cloud
with keys they generate/manage

22% allow encryption in the cloud but
with keys that are generated and
managed on premise

35% are willing to turn over complete
control of keys and encryption
processes to cloud providers

Keys for SSH and for external cloud or hosted
services rated as the most painful to manage

Keys for external cloud or hosted services 639
including Bring Your Own Key (BYOK) keys _ °
arong gl siancrore I -5
signing, digital signature) °
Keys associated with SSL/TLS _ 48%
End user encryption keys .
(e.g., email, full disk encryption) _ 47%
Payments-related keys (e.g., ATM, POS, etc.) _ 43%
Encryption keys for archived data _ 28%

Encryption keys for backups and storage - 20%

Keys to embed into devices (e.g., at the
time of manufacture in device production 18%
environments, or for loT devices you use)

OVERALL HARDWARE SECURITY
MODULE (HSM) USE GREW TO 25%

Up 5%
over last
year!

An HSM is a certified, trusted platform
for performing cryptographic
operations and protecting keys

HSMs ARE INCREASINGLY BEING USED IN CLOUD USE CASES:

QEZ  PUBLIC CLOUD CLOUD ACCESS
ENCRYPTION INCLUDING SECURITY BROKERS
BRING YOUR OWN KEY

QQ WHERE HSMs ARE DEPLOYED

I 58 %
SSL/TLS I, 3 %
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Database encry piion | 3%

Public cloud encryption including I 2/ %
for Bring Your Own Key (BYOK) N © /7,

PKI or Creden'hal munagemenl _262/9%

Private loud encrypiion o 0
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Document signing (e.g., electronic envoicing) _]9/ 24%

With Cloud Access Security Brokers (CASBs) I 16%
for encryption key management NS | 1 %>

ST . I | 6%
Payment credential issuing (e.g., mobile, EMV) I | ©

® Deployed now ® Deployed in the next 12 months
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